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 ׃      1 

1 Ὲ ׃  

Ҭ ᴆ Ὲ ̂ ̔҉ Ҭ ᴆ Ὲ ̆ ľ̔Ҭ ᴆĿ̃ ԍ 2003 10 ̆

Ύ 25000҆ᾝ̆CECr CETCr 50% ᴍȂҬ ᴆ ҙⱵ ᵝ̔ ֟ Һ ᵬ

ⱲῈ ᴆ֟ ᶫ ̆ҹ Ḥ ῃ ȂῈ ȁ῍ ȁẠ Ạ ̆

ᵬ̆⇔ ̆ Ҭ ᵬ ᴑҙȂ 

 Ҭ ᴆ Ҋ ľҬ ĿȁľҬ ‼ ĿȁľҬ Ŀ҈ ֟ ȂҬ ᵬ

↓֟ Һ ץ ᵬ ҹ ̆ Һ ȁ ῃ ̆ Ҋ֟ ̔Ҭ

ῃ ᵬ ȁҬ ᵬ ȁҬ Ⱶ ᵬ ȁҬ Ⱶ

ᵬ ȁҬ ῃԐ ᵬ ȁҬ ῃ ᴆ Ⱶ ȁҬ ᴆ ֟

ȂҬ ‼ ꜚ ᵬ ̆ ԍ ҙ ̆ҹᴑҙȁ ҙ ᶫ ȁḂ ȁ ῃ

ꜚҙⱵ ᵣ ȂҬ ⱲῈץ ᴆҹ ̆ Ҍ ҙҍ €̆ Ԉᴨ̆ל

ⱲῈ ᴆ ᾢ ̆ Ҋ֟ ̔Ҭ Office Ғҙ ȁҒ ȁ ̆ Ⱳ

Ὲ ᴆȁ ⱲῈ ᴆȁҬ ȂҬ ᴆ Ҍ ₮ ֟ ̆ᾢ ᴆ

ᵬ 79 ȁ ᴆ֟ 64 ȁ Ғ≠ 4 ȁ Ғ≠ 67 ȂҬ ᵬ ֟ ȁ

Ҭ Office ⱲῈ ᴆ֟ ᾢ ľ ֟ Ŀ ľ҉ ֟ Ŀ ̆ ῃ

῀ Ḥ ֟ҙ ֟ Ȃ 

Ҭ ᴆ ҂ ̆ 170 ҩ̆ ԇľ ⅞ ῤ ᴆᴑҙĿȁḤ

֟ҙ ľḤ ֟ҙ ⇔ ᾢ ᵣĿȁ ľ ֟ҙ Ŀ ȂҬ

ᴆ ԅ ᴆᴑҙ ȁ ᴑҙ ȁCMMI5 ȁISO9001 ᵣ ̆

ΐ ⱬ Ҥ Ȃ 

╠̆Ҭ ᴆ ↓ ֟ ȁ ȁ ȁ ȁῈ ȁ ȁ֜ ȁ ȁ└

ҙ ⌠ ῀ ̆ Ḥ ҩ ̆ ֤ȁ҉ ȁ ȁ

ȁ ῃ ҈ ҩ ̆ ԅ ῤ ᴧ ᵬᴩᵄȂ 

қ  ̔׃

Ҭ ᴆҍ Ⱶ ᴍ Ὲ ̂ ̔Ҭ ̆ ̔Ҭ ᴆ̆ ף ̔600536̃ ,

Ҭ Ḥ ֟ҙ Ὲ ̂CEC̃ ҉ ᴆᴑҙ̆ ⅞ ῤ ᴆᴑҙȂ

Ὲ 8000ᵩֲ̆ Ύ 2.26 ַᾝ̆ ֟ 28ַᾝ̆ ᵬ 11҆ Ȃ
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҉ Ὲ Ҭ ̂ ף ̔0354̃ ῤ ҈ ᵩ Ὲ ῤ № Ȃ 

Ҭ ῤ ѿ ҹץ ᶫ ᴆȁ ῃ ᴆȁ ᴆȁ Ḥ ᴆȁᴑҙḤ

ᴆ ῃ ᵝ Ⱶ ᴆῈ ȂҺ ҙⱵ ̔ Һ ᴆ֟ ȁ ҙ ‗ Ⱶȁ ᴆ

ⱵȂ ̆ᾢ ԅ , ῃ ⱵȁḤ ȁ ȁ ȁ ȁ ȁ

ȁ֜ ȁ ȁ ȁῈ ȁ ҉҆ ᵣȂ 

Ὲ ҍ̆ᴧ ᴆ IT ԅ ᵬ῏ ̆ ȁ

№ ̆ⱴ ⱬ ̆ ȁ ȁ ȁ ȁ ҍ

‰ Ȃ 

Ҭ ץֲ Ⱶ ᴪȁ ῐҬ ᴆ֟ҙҹ ᴋ̆꞉ ̆ ⇔ ̆ ̆ ԋ ᵩ

̆ ԅֲפ ҙ Ȃ ̆Ὲ ᵟ ̆ ҹֲץ ̆ⱴ Һ֟ ⇔ ̆

ⱬ̆ⱴ ̆ ̆ ľҬ ᴆ ѿ ̆ҕ

ѿ ᴑҙĿȂ 

Ҭ Ⱶ ‰ ᴑҙ ̆ Ⱶ ‰ 20

ӊѿ̆ ѿץ ҹҺᵣ ᴑҙ ̆ Ḥ ֟ҙ 46

26 ῃ Ὲ ҉ ȂῈ Ύ 63.5 ַᾝ̆ ֟ 158ַᾝȂ 5.3

ֲ҆̆  10ֲ̆ ֲ 1000ᵩֲ̆ ֲ ֲ  Ȃ҉ץ60%

Ҭ Ὲ Ὲ Ⱶԍ Ḥȁ ȁ ȁ ȁ֜ ȁ

Һ ̆ ῒ ֜ ȁ ȁ └ ȁ

└ ȁ ȁ Ḥ ȁIC ȁḤ ΐ

ⱬ̆ ԅ ҙ Ȃ 

Ҭ Ὲ ľץ⇔ ̆ Ḥ Ⱶֲ Ŀ ̆ └ᴑҙף

̆ ľ ȁ ȁ ȁ Ŀѿᵣ ̆ ⱬ ‗ ᴪḤ Ҭ

̆ Ὲ Ạ ȁẠ ȁẠ ̆ ῤ ᾢȁ ѿ ᴑҙ Ȃ 

қ ⇔ ԍ 1958 ̆ Ҭ ӊѿ Ӟ̆ Ҭ

Ȃ ѿ 1300 ֲ ᴝ̆ῒҬ ֲ 10%̆ Ҭ

ֲ 40%Ȃ 500 ̆ῒҬ 8 ̆170 ȁ ̂ ̃

Ȃ
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2 ֟ ׃  

Internet ’Ҋ̆ ȁ ȁ ᴆ Ȃ

ԑ ̆ ᴆ ҹ ᴑҙף ֟ȁ ȁ ȁҩֲ֜ Ҍ

ΐȂ ױ ֣ ᴆ ȁḂ ̆Ӟ Ҍ ᴆ ₯ȁ ᴆ Ȃ 

ᴆ Ⱶ ᴆ Ȃ ̆ №ӊ҈҉ץ ҉ Һ

ᴆȂҬ ╠ ̋.1 ַ( ԓ ӊῤ 2.3 ַ) ̆ῒҬ

ѿҩ҉ץ ᴆḤ Ȃ Inte rnet Ҍ ῀̆ ԍ ῀ Ⱶ ̆

ᴆ ᶫ ҹү Ȃᵬҹ Ḥ ᵣ ᴆ ҹ ̆ΐ

ⱬȂ  

ῤ ᴆ֟ Ҍ ̆Ҍ ᴇ ҉ Ȃ

֟ ᴇ ȂҬ ῃ ᴆ Ⱶ Һ ᵝԍ ȁᴑҙ Ⱶȁ Ⱶȁ

ISP Ⱶ ̆ ᴨ ȁ ȁ ᴆ֟ Ȃ 

Ҭ ᴆ Ὲ ̆ ԍᴨ Linux Ⱶ ᵬ ̆ ₮ԅ

ԍ ȁ ᴑҙ ҩ ҙ ῃ ȁ ȁ ȁ ᴇ ȁ └ Ҭ

ῃ ᴆ Ⱶ ᴆ֟ Ȃ 

ῃ Ҭ ᴆ Ὲ Һ ̆ Ȃ ᴆ ԅ ҙ ᾢ ̆

׆ ᵬ ᴨ ῀ ׆ ҉ ԅ ᴆ ⱬ ̆ ᴆ └҉

Ạԅ ᵬ̆ ѿף ᴆ ΐ ̆ ⱬ̆ ῃ Ữ ץ└

‰ ᴆ ≢ Ȃ ᶏ └ ̆ΐ ̆ ᴆ

ῃ RFC204x ↓ ‰ ‰̆ HTML Ḥᴆץ ѿ֓ Ḥᴆ

ᶫ Ȃ ⱳ ῃ ̆ ⱳ ᵣ ҉̆ ԅ

ᵣ ̆ ᴆ ̆ ̆ ⱳ ⌠ ̆ ꜛ

№ └Ȃ ᴆ Ҭ ̆ Ҭ ᴑԊҙ ᵝ └ ̆Һ

ⱳ ῃȁ ȁ Ȃ ₮ ԅ Ҍ Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 Һ Ҋ̔   

1ȁ ᵬ ҍ ᴆ ѿ ̆ ̆ Ғҙ Ӟ Ȃ 

2ȁ ̆ѿ℗ץ ₮ ̆ ᵬȂ 

3ȁ ᵣ ̆ Ạ⌠ № Ȃ 
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4ȁⱳ ᴆᵣ ׆̆ ѿ ⌠ ᴆ̆ ῤ

ⱳ └ ↕Ȃ 

5ȁ ᴆ № ̆ └ ᴆ ҹ̆Ḡ ᴆ Ȃ 

6ȁ ⇔ ᴆ Ữⱴ └̆ Ḡ ᴆ ῃ Ҍ̆ Ῥ Ⱶ Ữ ᴆ ῃ

̆ᾧ ԅ ᴆḤ Ȃ 

7ȁ֦Ҽ RichClientᶏ ̆ ᶏ ѿ Ȃ 

    8ȁ ᴑҙῤ № ̆ ῤῈ῍ ̆ Ḃᴑҙ ᶏ Ȃ 

9ȁ ῤ № ̆ ꜛ ԅ ᴆ Ⱶ ᶏ ’Ȃ 

    10ȁ ⌠ ᴆ ⱳ ̆ ꜛ ԅ ᴆ ̆ ᾧ ̆

ᴆҡ Ȃ 

11ȁ ᴆ ꜚ └̆ᶏ ᵣ ̆ ῃ Ȃ 

12ȁ ῤ ῃⱴ └ ᴆ ȁ Ḥ ⱴ ̆

‰ғ ⱴ Ȃ 

13ȁ ⇔ ᴆ └̆ ᴆ ⱳ ̆ҹᶏ ᾧ ӊ Ȃ 

14ȁ ᵬ Ḥ ԅ ȁ ῖ ₯ ⱬ

Ⱶ ᴆ Ȃ 

15ȁ ץ ῃ Ⱶ ҹ ̆ ΐ ᴆ ῃ Ὶ ԅ ῃ̆ ԅ ҩ

₯ ⱬȂ 

ᶏ Ҭ ῃ ᴆ Ⱶ V5̆ ֣ ȁ ȁ ῃ ᴆḤ Ⱶ!
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 2   

1 ֟ ӈ 

֟ ̔Ҭ ῃ ᴆ Ⱶ ᴆ 

̔NeoKylin Security Mail Server 

֟ ̔V5 

֟ ף ̔NSMail 5.6 

2  

2.1 ᵬ  

Linux ᵬ ԍῒ ȁ ץ Ҋ ₮ ̆ ҹҊѿף Ⱶ ԑ

Ȃ ῏ ̆Linux ῒ ᵬ ̆

╠ῃҕ ᴆ Linux̆ IBMȁSUNȁCompaqȁIntelȁDellȁOracleȁ

NetscapeȁInformixȁCorel ̆ Ὲ Ӟ ℗῏ Ȃῃ ҉ץ ԑ

Linux Ⱶ ᶫ ⱵȂ 

Ҭ ῃ ᴆ Ⱶ V5 Ҭ ᴆ Ὲ linux ῃ Ⱶ ᵬҹ

̆ ѿ ̆Ҍֽ Ḃ ғ ῃ Ȃ 

Ҭ ᴆᶭ ᵬ ⱬ̆ Ҭ ῃ ᴆ Ⱶ V5 ԅ ᴨ ̆

ᶏ Ҭ ↓ Ⱶ ֟ ҉ ѿ Ȃ 

2.2 MTA  

Postfix ᵬҹѿ ӄ ᴆ ̆ ҙ ᶏ ȂҬ ῃ ᴆ Ⱶ

V5 Postfix ᴨ ץ̆ Ḡ Ȃ 

2.3 ᴆ 

Ҭ ῃ ᴆ Ⱶ V5 Ғ IMAP POP3̆ ̆

̆ ԅ ҩ Ȃ 
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2.4 WEB Ⱶ  

Ҭ ῃ ᴆ Ⱶ V5 Apache Ⱶ ᵬҹWeb Ⱶ ȂApache ῒץ

̆ ҹWEB-SERVERҙ ᾢ ̆ῃҕ ҉ץ60% WEB Ⱶ Apache

̆ ῏ ᴋⱵ Ҭ̆ ѿ ᶛ ԅ 80%̆ ֓ ᶛ ╠ׅ ҉ Ȃ ׆

ȁ ῃ ȁ ᾟ ̆Apache Ȃ 

2.5  

Ҭ ῃ ᴆ Ⱶ V5 LDAP+MySQL ȂMySQLѿҩ ᴨ ῏

̆ client/server ̆MySQLץ Һ ȁ Ḥᴋȁ

῍֣ȁ ȁ └̆ ᶫԅ CȁPerl ȁ

Apache ῤ ᴆ ̆ᶏ ԋ Ȃ 

LDAP̂ Lightweight Directory Acess Protocol ̃ Ⱶ TCP/IP҉ Ȃ X500

̆ᵖ ԅ ̆ ץ ҹ ⱵȂҬ ῃ ᴆ Ⱶ V5

῏ ҉ ҹ̆ԅ ̆ I nternet Ὶ

̆ ⱴԅ LDAP Ȃ Ḥ ̆ MySQL ⌠ LDAPҬȂ ԍ LDAP

Ⱶ ҹ ᵬ ԅҒ ᴨ ̆ ӊ῏ ԅѿҩ Ȃ 

2.6 ΐ 

Ҭ ῃ ᴆ Ⱶ V5 CȁPHPȁPerl Ȃ ҍ ᴆ ᵬ ῏ ₱

C ̆ Ḡ ȂWeb PHP ̆ Ḡ ԅҍ C

̆ ᶫ Ḃ ȁ ᶫ └ WebMailȂ 

3  

3.1 Όᵩ№  

Ҭ ῃ ᴆ Ⱶ V5 Όᵩ№ ̆ ץ Όᵩ№

̆ ῃ№ ᵣ ץ ҩⱳ Һ ҉̆ ᵣ

̆ ῒ ⱬ ѿ Ⱶ Ȃ 

Όᵩ№ ҹ Ҋԅ ̆ ԍ ₮

ⱴ ̆ ғҌᴪ ̆ Ȃ 
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Όᵩ№ ҹ ⱬ ⱬ ᶫԅḠ Ȃ Ⱶ Ҭ

ѿ Ⱶ ᶫ Ⱶ Ṝ̆ῒז Ⱶ ᾢ Ḡ ᵬ̆

⌠ Ⱶ ₮ ̆ Ⱶ ᵬ̆ ⌠ Ῥ ᵬ Ⱶ Ȃ

Ҭ ₄̆ Һ ӊ ԑץ Ạҹ ᴍ̆ ѿҩ ΐ ⱬ̆

ѿҩ ̆ ᴪ ꜚ ῒ℗ ⌠ ᴍҺ ҉̆ ғῒז ץ ℗

Ḥ Ȃ ѿ Ⱶ ₮ ̆ ᴍ Ⱶ ᴪ ᵬ ᶫ

Ⱶ̆ ῒז Ӟ ץ Ⱶ ℗ ̆ ⌠ Ⱶ ҉Ȃ 

ᴆ Όᵩ№ № ῍֣№ Ữ Ȃ

Ҭ̆ ⱳ № ҹ ҩ Ȃ ҩ ѿ ᵬ̆ᶛ POP3 ֽ Ḥ

POP3 Ȃ ӊ Ҥ Ȃᴋѿ Ҍᶭ ԍҍӊ ԍ ѿ

Ȃ 

Ҥ ᴆ Ȃ ҩⱳ ΐ UNIX

Ώ Ҥ Ḡץ Ȃ ңҩ ⌠Ḡ ̔ ᾢ̆

№ Ḡ ԅ Ҍᴪ ҹᴋѿ ѿ ₮ ῃ Ȃῒ ̆ ѿ ץ

⌠ ‗Ȃ ҉̆ Ҭ ᴆ Ҭ ̆ №

ԍḠ ҹ Ȃ ᴆ ⌠ԅ ᵬ ≢ ̆ ῃ Ḥ

ԍ ᴆ Ⱶ ȁ Ȃ 

ᴆ

ᴆ

ᶏ ᴆ
ῤ

⅞
№

ᴆ

ῃ
ⱴ

№
ꜚ

ᴆ ῏

ᴆ ҹ └

ᴍ

ᵬ ᴨ , i/o └

 

 2- 1 ᴆ ᴆ  

Ҭ ῃ ᴆ Ⱶ V5֟ ᵣ 2-1̔֟ ץ ҹᾢ ̆Ҍ
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ץ № Ȃ 

3.2 PreFork ᴆ  

PreFork ᴰ ҉ ’ Ȃ ᵬ ̆ ѿ

ҩ ̆ ѿ № ᾢ ҩ Ṝ / Ȃ ԍᴰ ̆

PreFork ᾧԅ / Ȃ Ṝ ≠№ᾟץ CPŬ ῤ

Ȃ ῤ ̆ ᾟ№ ≠ Ḡ ⌠

Ҋ Ȃ 

PreFork ᶛӊѿ Apache Web ServerȂ ԅ Apacheץῒ ̆

ԍҕȂҬ ᴆ ԍ ᴆ ԅ ⱳȂ Ḡ Ҋ

Ȃ 

3.3 ‰ 

RFC 821 -  Simple Mail Transfer Protocol  

RFC 822 -  Standard For The Format Of Arpa Internet Text Messages  

RFC 1730 -  Internet Message Access Protocol -  Version 4  

RFC 974 -  Mail Routing And The Domain System  

RFC 1123 -  Requirements for Internet Hosts --  Application and Support  

RFC 1521 -  Multipurpose Internet Mail Extensions  

RFC 1652 -  SMTP Service Extension for 8bit - MIMEtransport 

RFC 1842 -  ASCII Printable Characters - Based Chinese Character Encoding for Inter net 

Messages  

RFC 1869 -  SMTP Service Extensions  

RFC 1892 -  The Multipart/Report Content Type for the Reporting of Mail System 

Administrative Messages  

RFC 1893 -  Enhanced Mail System Status Codes  

RFC 1894 -  An Extensible Message Format for Delivery Status Notifications  

RFC 1939 -  Post Office Protocol -  Version 3  

RFC 1957 -  Some Observations on Implementations of the Post Office Protocol (POP3)  

RFC 2110 -  MIME E- mail Encapsulation of Aggregate Documents  

RFC 2197 -  SMTP Service Extension for Command Pipelining  

RFC 2045 -  MIME Part One: Format of Internet Message Bodies.  

RFC 2046 -  MIME Part Two: Media Types. N. Freed, Nathaniel Borenstein ȂNovember 1996. 
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RFC 2047 -  MIME Part Three: Message Header Extensions for Non - ASCII Text. Keith Moore Ȃ

November 1996. 

RFC 2048 -  Multipurpose Internet Mail Extensions (MIME) Part Four: Registration 

Procedures 

RFC 2049 -  MIME Part Five: Conformance Criteria and Examples. N. Freed, N. Borenstein. 

November 1996. 
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 3  ᴨל 

  Ҭ ῃ ᴆ Ⱶ V5 ҉ Email Ḥ̆ISP̆ ICP Һ

ԅץҊ ̔ ῃ ȁ ȁ ȁ ȁ ⱳ ȁ

ȁ ᵈ Ȃ 

1 ῃ ᵝ ῃ  

1.1  

ü ̆№ ̕ 

ü ῃ ᴰ  

ü ₯ ⱬ 

ü ᴆ Ữⱴ  

ü ᴆ  

ü ᴆⱳ  

ü ᴆⱳ  

 

3- 1 ῃ ᵝḠ ᴆ ῃ 

Ҭ ῃ ᴆ Ⱶ ׆ ῃȁ ᴆ ῃ ῃ ᴆ ῃ Ȃ 

Ҭ ῃ ᴆ Ⱶ ԍ ῃ Linux Ⱶ ᵬ ̂Selinux IPtables

̃ᴨ ̕ ῃᴨ Postfix ȁ ᴆ Ⱶ ⱴ Ữȁ USBKey ԍ ӥ

ᴆ ⱴ ȁ ῃ ᴰ ȁῤ ᴆ ᴆ ̕ №

̆ ⱳ № ̕ ᴆ ȁⱴ ȁ ̕ ᶫ ᴆ ȁ ᴆ
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ῃⱳ Ȃ 

Ҭ ῃ ᴆ Ⱶ ҹ ᶫῃ ᵝ ᵣ ῃḠ ̆Ḡ Ḥ ȁ

Ȃ 

Â ̆№  

ȁ ȁ ̆ ᶫ ᵬ ̕ 

IP └̕ ҩ ᴆ ץ ԇ Ҍ ҩ Ȃ 

Â ῃ ᴰ   

SSL over HTTP̆ ESMTP̆POP3̆ IMAP4Ȃᶏ SSL ᴆⱴ ⱳ ̆ ӂ

ҩ ᴆᴪ ⱴ ̆ Ḡ ̂ ̃ ᵬ ῃ ᴆ ῃ̆ ᾧḤ

Ȃ 

Â ᴆ Ữⱴ  

ᴆ Ⱶ ҉ ᴆ Ҍ RC4ץ desⱴ Ữ̆ ᾧḤ

̕ Web Ḃ ᴆ̆Ҍ ᶏ ӟ Ȃ 

Â ₯ ⱬ 

̆ ᴆ ᴺ ̕ 

ѿ ᶏ ץ̆ Ⱶ ₯(ESMTP/POP3)Ȃ 

ꜚ ̆ ⌠ └ ṿ ̆ ꜚ IP ̆

ץ ῖ ₯(ESMTP/POP3)Ȃ 

Â ᴆ  

Web ᴆ̆ ᴆ ’Ȃ 

ᴆ Ḃ ᵝ ᴆ ₮ ̆ ᴆ ᴆ Ȃ 

 

3- 3 ᴆ  

Â ᴆⱳ  
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ῤ ⱳ ̆ ᴆ ̕҉ץ90% ȁ ӈ ᴆ

↕ Ȃ 

ԍ ᾢ ҹ№ ȁ ȁ ῤ ȁ ᴆ ӟ

ᴆ ̆ ᴆ ̆ ᵬ Ȃ 

∞ ᴆⱴ῀⌠ Ḥ ̆ ∞ ᴆ ꜚ⌠ ᴆ ̆ғҊ ҹ ᴆȂ 

ᴆ ᴆ ↓ ᴆ̆ Webmail ᴆ ̆

̂ΐᵣ ̃ ᴆ ̆ ῏Ḥ ̆ ₯ ᴆ

ᵬ̔ ȁ ӄ ȁⱴḤᴋ ȁῃ ȁῃ ȁῃ ⱴḤᴋ Ȃ 

҈ ֟ ̆ Ғҙ ≢ ᴆ Ȃ        

    
3- 4 ᴆ  

 

Â ᴆⱳ  

ῤ ̆ ᴆ ᴆ̆ ꜚ ̆ ᴆ 100%Ȃ 

ԍ ᴆ ̆ ᴆ ȁ ̕ ‗ԅ

ᴆ ᴆ ̆ ᵬ Ȃ 

҈ Ғҙ ᴆ ῏֟ Ȃ 

1.2 ῀᷅ 

ᴆ Ḥ └̆Һ ᴋⱵ ᴆ ‖₯

Ⱶ Ҋ Ȃ ᴆ ᵬ └ ̆ └

‖₯Ȃ Ḥᴆ ῤ ̆ ∞≢ ᴆ ₮ Ȃ



              Ҭ ῃ ᴆ Ⱶ ᴆ V5 ӥ 

 13  /῍ 89  

ᴆ ῤ ̆ ғ ᴆ ̆ ҹ Ḥ ∞ ᴆ ̆

Ȃ ᴆ ᴆ ̆ ᴆ Ⱶ ҉ҹ ̆

̆ ׆ץ Ⱶ ҉ ⌠ ᴆ ̆ Ḃԅ ᶏ Ȃ 

׆ ╠ Internet ҉ ’ ѿ̆ҩ ҉ ᶫ Ⱶ ҳ ῃ

Һ ңҩ ̔῀᷅̂security compromise ̃ Ⱶ̂denial of service Ȃ̃ 

῀᷅ ₯ ̆ ῃ № └ ̆

ᵬȂѿ ₯ ԍ ̆ ԍ ᵬ WEB Ⱶ ץ ӗӊ ̆

Ḥ Ȃ ᶫ Email Ⱶ Ӟ ₯ ӊῤȂ 

1.2.1 ₯  

ѿҩ׆ ₯ ̂Hacker̃ Һ ̔ 

  ̋ȁ ᵬ ̆ ҉ ᶫῒ ֟ Ⱶ FTPȂ 

  ̌ȁEmail ̆ ץ Email Ȃ 

  ̍ȁ Ȃ 

  ̎ȁEmail ̆ Sendmail ₯Ȃ 

  ̏ȁ Ⱶ root Ȃ 

  ̐ȁWeb Ҍ ӊ Ҍ ῃ̆ ץ ῒ Ḥ Ȃ 

  ̑ȁWeb CGIҌ ῀ ̆ ץ ‖ ₮Ȃ 

  ̒ȁWeb Ҍ Ḥᴆ ᵬ ̆ ץ Javascript ῒ Ȃ 

1.2.2  

₯ ̆Ҭ ῃ ᴆ Ⱶ V5 ҉ ≢ ԅץҊ₃ҩ ̔ 

ῃ Linux Ⱶ ᵬ ̆ ῏ Ҍ ⱵȂ 

̋ȁEmail ̆Email ҍ ῏̆ Ȃ 

̌ȁ C2 ≢ⱴ Ȃ 

̍ȁ ᶫMTA Ⱶ Ҋ ̆ ῃ Ḡ̆ SMTP

ⱵҌᴪ ῃ Ȃ 

̎ȁ Ⱶ Ҍ root Ȃ 

̏ȁWeb ҉ ҳ ԑ ̆Ḡ Ҍ ӊ ᴋᵥ ’ҊҌ

ᴪ ԑ Ȃ 

̐ȁ Ⱶ ᶫ ῀ ᵬҤ ̆ ̆ ῀ұ ̆ᶏ ῀

ҹ ̆Ҍᴪ ‖ ₮Ȃ ᶏ ₯ CGI ₯̆ Ḡ CGI

Ҍᴪ Ȃ 

̑ȁWeb ῃ ḤᴆҬ Javascript, Ja va Applet ̆ Ḡ Ḥ ῃ Ȃ 
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1.3 Ⱶ 

ľ ⱵĿ ₯ ᶏ ᶫ Ⱶᶏῒ

ᶏῒ Ȃ ⱵҬ ̆ Ȃ 

1.3.1 Ⱶ ₯  

ԍѿҩ Email ̆Һ ₯ ᴆ ᶏץ Ḥᴆ

Ⱶ ̆ ↓ Ȃ ᴆ ᴆȂ 

1.3.2 ₯  

₯ Һ ₯ ̆ ₯ ѿ ↓ΐ Ҭ׃Һ

₯Һ ץ ⌠ Һ Ȃ ᶫ Ⱶ Һ ҉ ץ TCP

Ⱶ └ ᶫ Ⱶ ̆ Ḡץ Ȃ 

1.3.3 ₯  

₯ ̆Ҭ ῃ ᴆ Ⱶ V5 ҉ ≢ ԅץҊ₃ҩ ̔ 

  ̋ȁ ץ ҩ IP Ȃ 

  ̌ȁ ץ └ Ḥ Ȃ 

  ̍ȁ ץ └ ᴋ IP Ȃ 

  ̎ȁ ץ └ѿ Ḥ ᴆֲ Ȃ 

̏ȁ ץ └ Ḥᴆ Ȃ 

ץ ’̆ ԍ ᴆᴰ Һ ̆ ῤ Email ᶫ Һ

└̆ ԍῒ IP └ ѿ IP ̆ ⌠ ᴆ‖₯ ᵬ Ȃ 

SMTPD≢ ᴆ ̆ ᶫ׆ IP Ḥᴆ Ȃ

ץ ֓ Ḥ № ₮ ₯ẁ Һ IP ⱴץ Ȃ 

ᴆ ᶫ ᴆҺ IP ↓ ̂RBL,MAPS̃ ᴆ ȂҌ

⌠ ῤ №Һ ↓῀RBL̆ Ҍ ᶏ ↓ Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 ᴰ ᴆ ̆ RELAY └̆

Ḥᴆ Ȃ ‖₯ⱬ ⱬ ⱳ ᶏ̆Ҭ ῃ ᴆ Ⱶ V5 ҩ

ᴆᾟ Internet Ҭ ѿᴍ Ȃ 
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2 №  

ᶫ ѿ ԍWeb Ҭ ̕ ȁ ȁ№ / №

̆ Ҍ ≢ №≢ ≢ ῤ ȁ ȁ№ ̆

ҩ № ᴆ № ̕ Ҍ ̂ ȁ

ȁ№ / ȁ ̃ ̕ ᶫ Ḃ ΐ̂ ῀ ₮ȁ

ȁ ȁ № ȁ Ⱶ ȁ ᴆ ȁ ᴍ ̃̆ ԅ ᴆ

ᵬ Ȃ 

Web ̆ ᶫԅ ᴆ ῃ ⱳ ̆ Linux Ғҙ ̆

ᵬ ̕⁞ ԅ ⱬ ᶭ Ȃ 

3 ⱳ  

╠ Ҭ ῃ ᴆ Ⱶ V5 ⱳ ѿ №Ҭ ̆Ҭ ῃ ᴆ Ⱶ V5ⱳ

̆Ҍֽ ȁ ȁ Ḥᴆ ̆ ғ HTMLḤᴆȁ ȁ ȁ

ҩ ȁ ꜚ ȁ ꜚ ⱳ Ȃ ᴑҙ ҙ ⱴԅ Ὲ῍

ȁ ᵣ ̆ ᴆ ȁ ṿⱳ ̆ Ḃԅ ᶏ Ȃ 

4  

Һ Ḥᴆ ҉̆ Ҭ ῃ ᴆ Ⱶ V5

Ḥᴆ Ҍᴪ ҹ ’ȁ ’ ҡ ȂҬ ῃ ᴆ Ⱶ V5

҉ ԅ Ҋ ̔ 

4.1 MTA  

MTĂ ↓ ̆Ḥᴆ ῃ Ώ῀ ↓Ҭ Ḥ

Ḥᴆ ȂḠ ԅҌᴪ ҹ ’̆ Ḥᴆҡ Ȃ 

4.2 ԊⱵ └ 

  Ḥᴆ ԍԊⱵ̂ transaction ̃ └Ȃ ҍḤᴆ Ḡ

ῃ ⱳ ╠ѿ Ḥ Ȃᴋѿ └̆Ҍᴪ ҹ ’

Ḥᴆ ѿҩ Ҭҡ Ȃ 
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4.3  

Ḥᴆ Ḥᴆ ̂sync̃ ̆Ḥᴆ Ώ῀ ᴪ

̆Ḡ Ҍᴪ ҹ ᴆ Ȃ 

5  

5.1  

Â  

ȁ ҩֲ Ȃ ̆ ꜚ Ȃ

ꜚ ᴪ ѿ ⌠ Ḥᴆ Ȃ 

Â Ḥᴆ  

ԅ SMTPD ᴆ SMTP ᴆ ᴆ └Ȃ 

Â ᴆ  

ԅ ᴆ ᴆ └Ȃ 

Â ᴆ └ 

└ ҩ ᴆ ̆ ᾛ ̆ Ḥ Ȃ 

Â ᴆ  

└ ҩ ᴆ ̆ ᵝ ᴆ Ȃ 

5.2  

Â ᴆ  

ꜚ ᴆ ̆ᶫ Ȃ 

Â SMTP/POP3 └ 

ѿ └ MTA SMTP └̆ ᾧDOS ₯ ᵬ Ȃ 

Â  

≠ Ⱶ ̆ ᴪ ꜚ Ȃ 

Â Relay └ 

  MTA Relay └ ̂ҹḠ ῃ ῏ Ȃ̃ 

  ̋ȁᴋ Relay 

  ̌ȁᾛ IP IP Relay 

  ̍ȁ SMTP Relay 

  ̎ȁSMTP ҍ └  

₃҉ץ Relay └ ᴨᾢ Ȃ 
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6  

ѿҩ ҩ ‗ԍ Ҭ Ȃѿ ̆

ⱳ ̆ ᵞȂ Ҋ̆ѿҩ ᵬ ⌠

Ȃ 

ѿҩ ⱳ ̆ Ҭ ᴪ ҈ ̆ LDAP ̆

Oracle Ữ Ȃ ΐ ҈ Ȃᵖ ֽֽҹԅ

Ḃ≠ ҈ ↕ᴪ ⌠ ҩ Ȃ ѿ֓Mail ‗ Ҭ̆

IMAP Ⱶ ᶫ MSS ⱵȂ IMAP Ⱶ Ҍ ҹ Email Ⱶ ̆ῒ

Ӟᶏ ῒᵬ ḱ Ȃԍ ᴪ ҹ IMAP Ҍ

Ȃ ̆ ’Ҋ̆ ԍ ҈ ̆ ᵬ₃Ӎ Ҍ Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 Һ └ ⌠ȂҬ ῃ

ᴆ Ⱶ V5 № ῃ׆ Ȃ ῃҹ Mail Ȃ ⱳ ҉ֽ ⱳ

ץ ᵞԅ Ȃ ᵬ ᾧԅ Mail Ⱶ Ҭ ᵬ ᴆ ̆

ԅ Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 ҉ ѿҩᴨל ҹ ῃ Һ Ώ̆

ץ Ȃ Ҭ ᴋᵥҌ ’ ץ ‗Ȃ ᴪ

̆ Ҍᴪ ҹ ҈ ѿ Ȃ 

7  

Ҭ ῃ ᴆ Ⱶ V5 Һ ᵣ ңҩ ̔ ԍWeb

API Ȃ 

7.1 Web  

Ҭ ῃ ᴆ Ⱶ V5 ᶫ Web ץ ҉ץ90% ᵬȂ

Һ ’ ̆ Ḥᴆ Ȃ ḱ ̆ ⱴ̆

− Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 ᴆ ԅ ҩ ῒ̆Һ Ҋ  ̔

Â Web  

ᵬ Ҭ ץ ̆ ץ ᴋᵥ ᴆ̆

ԅ ꜚⱲῈ ̆ ᶏ ₮ ̆ ז ⌠Һ ׅ̆ ץ
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Ȃ 

Â  

ԅᾟ№ᴨ Ȃ 

Ḡ 24 ̆ῃ 365 Ҍ ⱵȂ 

Â  

ᴨ ף Ώ̆Ḡ Ȃ 

Â ῃ  

  ῃ └Ȃ ץ └ Ȃ 

Ȃ ῀ ῀ Ȃ 

Â ԍ ᵬ 

  ֲ ᾟ№ ⌠ԅ ᶏ Ḃ̆ҹ ᵬ Ҭ ₯ Ȃ 

7.2 API  

ѿҩ Email ᵬҹѿҩץ ̆ᵖ ’Ҋ ѿ

ҩҬ ҬȂ ᴆ ץ Ҭ Ҭ Ȃ ̆Ҭ

ῃ ᴆ Ⱶ V5 ԅ № ҹѿҩ Ȃ ᵬ̆

̆ API Ȃ ╠

API ̆Ӟ ҍ Ȃ 

API ̆ ץ ᵬ ̔ 

  ̋ȁ ⱴ Ȃ 

  ̌ȁ− ̆ ḤᴆȂ 

  ̍ȁ ̆ᶏ ̆ᵖ ḤᴆḠ ̆ Ȃ 

  ̎ȁ Ḥ ̆ └̆ ╠ᶏ ’̆ ѿ Ȃ 

    ̏ȁ № ̆ Ὲ῍ Ȃ 

6ȁ ̆ ᴆ Ȃ 

7ȁ ᴆȁ ᴆ⌠ Ȃ 

8ȁ ҍ Ḥ Ȃ 

8 ᵈ  

ᵈ ⱴ ᴆ ’Ҋ ̆

Ⱶ Ȃ ᵈ ‗ԍ ӊ ῏ ̆ ѿҩ ᵬ ԍ

ѿҩ Ȃ Ҭ ῏ ᴪ֟ ⌠ ᵈ Ȃ 
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Ҭ ῃ ᴆ Ⱶ V5 ׆ ⌠ԅ Ҋ ᵬ

ץ ῒ ᵈ Ȃ ӊ ׆ ҉ ῃ№ ̆ ҩ ᵬҌᴪ ⌠ῒ

Ȃ ץ ⱴ ̆ ғ ᴪ׆ ⱴҬ Ȃ ̆

ץ ⌠ ҉ ҆ӂ ҆ ≢Ȃ 

9 ѿ ‗  

Ҭ ᴆҹ ᶫ׆ ᵬ ⌠ ᴆ ᴆ ᴍ ѿ ᴆ ‗ ̔ 

ü Ҭ Ⱶ ᴆ̂Linux ᵬ ̃ 

ü Ҭ ῃ ᴆ Ⱶ  

V Ҭ ῃ ᴆ  

V Ҭ ῃ ᴆ  

V Ҭ ῃ ᴆ ΐ 

ü Ҭ ῃ ᴆ Ⱶ ̂ ̃ 

ü Ҭ ῃ ᴆ ᴍ ᴆ̂ῤ ԍ ᴆ ῤ̃ 

 

 

3-5 Ҭ ᴆѿ ᴆ ‗  

10 ᵬ  

ѿҩ Email ץ ꜛ ᵬ ̆⁞ Ҍ ̆ ⌠ ῤ

Ȃ ᴆ֟ Ҭ ⱳ ̆ ≢ԍ ᴆ

ⱳ Ҭ̆ ῃ ᴆ Ⱶ V5 Ữ ̆ ᶫԅ ҹ ᵬ ̆

ᶏץ ᴆ ᴆ ȁ ȁ ȁ− ᵬ̆ ԅ֟ ῤ

̆ᶏⱲῈ ⌠ ѿ Ȃ 
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Ҭ ῃ ᴆ Ⱶ V5 ᴆ ⱳ ԅ ҩ ̆ῒҺ

Ҋ̔ 

Â Web  

ᵬ Ҭ ץ ̆ ץ ᴋᵥ ᴆ̆

ԅ ꜚⱲῈ ̕ ғ ᴆ ⱳ ̆Ḡ ԅ ᶏ ӟ ̆Ḡ

Ḃ Ȃ 

Â  

Ữ ԅ Ȃ 

Ḡ ѿ ȁ ȁ ȁ− ᵬȂ 

Â  

ᵬ̆ץḂ ᵬḤ Ȃ 

Â ԍ ᵬ 

ᾟ№ ⌠ԅ ᶏ Ḃ̆ ѿ ₯ ᴆ ᵬ Ȃ 

 

3-6 ᴆ ᵬ  

 

11 ᴆ  

Ҭ ῃ ᴆ Ⱶ V5 ᴆ ⱳ ̆ ץ ᴆ ᵬ̆

Ώ ᴆ ҹ ̆ Ώ ₯ԅ ̆ ֓ ᴆ Ҍ ᴆֲ ̆

ᴆ̆ᶏ ᵬ ̆ ԅ ᵬ ῏ Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 ᴆ ᴆ ⱳ ԅ ҩ ̆ῒҺ

Ҋ̔ 

Â Web  
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ᴆ ᵬ Ҭ ץ ̆ ץ ᴋᵥ ᴆ̆

ԅ ꜚⱲῈ  Ȃ 

Â  

ᴆֲ ’Ҋ̆Ḡ ᴆ Ȃ 

100%Ḡ ᴆ‰ Ȃ 

Ḡ ᴆ ᴆֲ ᴆ ѿ℗Ḥ Ȃ 

Â  

₯ӊ ̆ ᾧԅ ԍ ᴆȂ 

Â ῃ  

  Web ̆ ᵬ̕ 

Ḡ ԅ ᴆ ῃ ̆ ᾧ ῒֲזᶏ ⱳ Ȃ 

Â ԍ ᵬ 

  ֲ ᾟ№ ⌠ԅ ᶏ Ḃ̆ѿ ₯ ᵬȂ 
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 4   

1 ⱳ  

ԍѿҩ Ḥ ̆ ѿ └ Ḡ Ȃ 

1.1  

Ҭ ῃ ᴆ Ⱶ V5 Ҋ Ȃ 

 

 4-1  

ü ᵬ  

ҹԅ ῃ ̆Ҭ ῃ ᵬ ᶏ ҈ҩ ף root Ȃ Ҍ

ᴰ ӈ root ̆ ῒ№ ҹ ԑ└ ̂ ȁ̃ ῃ ῃ

҈ҩ Ȃ ̆ ᴍ℗ ̆ ѿ ┴

ΐ ҉ ҈ҩ Ҭ ѿ ̆ ғ ҩ ≢ ̆ פ Ӟ

└ Ȃ ̂sysadm̃ ѿ ̆ ῃ (secadm) SELinux ῏ ̆

ῃ (auditadm) ῏ Ȃῒז ↕ № ѿҩ ̂user Ȃ̃ 

ü ᴆ  
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̆ ̕ ᴆ Ȃ 

ⱳ ̔ Ḥ ȁ ̂ ȁ ȁ− ₮ ȁḱ ȁ ≢

IP ȁ̃ ̂ Ⱶ ȁ Ữ ȁ ӥ ȁ ῃ ȁ

ȁ̃ ȁ ȁ IP ȁḱ ȁ ̂ῤ ȁ ȁ̃

̂ ᴆ ȁ ȁ̃ ꜛ ΐ̂ № ȁ Ⱶ ȁ ᴆ ̃ Ȃ 

 

4-2 -  

ü ᴆ  

№ҹң ̔ 

Õ (ᶏ admin )̆ΐ ῃ ⱳ ̆ΐ № ѿ

ⱳ Ȃ 

Õ ѿ ̆ ̆ № ⱳ Ȃ 

ᶫⱳ ̔ Ḥ ȁ ȁ ῀ ȁ ȁḱ ȁ

ȁ ȁ ᴆ↓ ȁ ȁ ȁ ȁ ꜛ ΐ̂ № ȁ ᴆ ȁ̃

̂ῤ ̃ Ȃ 
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4-3 - №  

ü ᴆ  

Ҋ ῏ ȁ Ȃ 

ⱳ ̔ ̂ ↓ ȁ≢ ȁ̃ ȁ ȁḱ Ȃ 

 
4-4  

ü ᴆ  

ⱳ ᴆ ̆ ץ ᴆ̆  

1.2 ᴆ  

Ҭ ῃ ᴆ Ⱶ V5 ԅ ҩ ῒ̆Һ ̔ ԍ ̆

ȁ Ȃ 

¶ ῃWeb ᵬ 

ᵬ Ҭ ץ ̆ ץ ᴋᵥ
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ᴆ̆ ԅ ꜚⱲῈ ̆ ᶏ ₮ ̆ ז ⌠Һ ׅ̆ ץ

Ȃ 

¶ ῃ  

ῃ └Ȃ ץ └ Ȃ 

¶  

῀ ῀ Ȃ md5 Ữ̆ 128ᵝΐ

ῃ Ȃ 

¶ ԍ ᵬ 

ֲ ᾟ№ ⌠ԅ ᶏ Ḃ̆ҹ ᵬ Ҭ ₯ Ȃ ⱳ

῀ ̆ ̆ ѿҩⱳ ץ ̆ ᶏ ӟ Ȃ 

¶ Ḥ ү  

Ḥ ̆ ᶏץ ԍ ҩ ’ ‰ Ȃ 

¶  

ҹԅḂԍ ᴆ ҍῒ ҙⱵ ȂҬ ῃ ᴆ Ⱶ V5 ᶫԅү ԋ

Ȃ ᶫ ̆−̆ ̆ ᵬȂ C̆ PHP̆ JSPȂ ץ

ΏȂ 

2  

ᴆ Ⱶ ҉ root ΐז̆ ᴆ Ȃ 

Ȃ 

Ҭ ῃ ᴆ Ⱶ V5 ҹ ᶫԅү פ Ȃפ

ץ ֓ פ ̆ ᴆ ↓ ᵬ ’ȁWWWȁSMTPDȁPOP3D Ⱶ

’ Ȃ 

2.1  

Ҭ ῃ ᴆ Ⱶ V5 ӊ∆ ̆ Ҭ

ץ ῀ ȁ Ȃ 
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ᴆ ᴆ ȂҺ ̆ ̆

̆Ҋ ҹ Ȃ 

 

4-5  

6 ҹ Ȃ 

 

4-6  

2.1.1  

Ҭ ῃ ᴆ Ⱶ V5 ᴆ Ҭ ԍ ᴆ ѿҩ ץ

Ḥᴆ ᵝ ᵬѿҩ ץ̆ ᴆ ľ@Ŀ №Ȃ ΐ Ҋⱳ  

ⱴ  

ץ ȁ ȁ ȁ ȁ ṿ Ȃ 
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−  

− ᵬ ̆ ғҌ ץ − ̆ ᾧԅ

− Ȃ 

↓  

ץ ᴆ Ҭ ѿ ԅ Ȃ 

 

  Ҭ ῃ ᴆ Ⱶ V5 ᴆ ̆ Ḃԍ Ȃ 

 

ץ̆ ṿ ̆ Ḃԅ └

ⱵȂ 

 

Ȃ 

₮ ῤ Ḥ  

₮ Ḥ   

ip  

ῤ ip  

≢  

ҹ ≢ ̆ᶏ ҩ ѿҩ  
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4-7 - ↓  

 
 4-8 - ≢  

 

4-9 -  
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4-10 - └  

2.1.2  

ץ ̆ ᴆ ̆⁞ ᴆ ̆

̆ᶏ ץ Ȃ ԅ ̆ Ḥᴆ ץ ⌠

Ḥ ̆Ҍ ᶫᴋᵥḤ Ȃᶏ ѿⱳ ץ ѿ֓ Ḥᴆ ᴆ ӊ Ȃ

↕ ץ Ḥᴆ Һ ȁḤᴆ Ḥᴆῃ ῏ ȂҊ ҹ Ȃ 

 

4-11  

2.1.3  

ԅ ᴆ Ⱶ ̆ ץ Ⱶ

Ȃ 

Һ Ҋ₃ץ ̔ 
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¶ Ⱶ ĺĺ ᴆ Һ  

¶ Ữ ĺĺ ᴆ Ữȁ ᶏ  

¶ ӥ ĺĺḱ ᴆ tls Ҋ Ⱶ ӥ 

¶ ῃ ĺĺ Ⱶ ῃ └ 

¶ ĺĺ ≢ Ữ  

¶ ĺĺ Ⱶ  

 

4-12 - Ⱶ  
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4-13 -  

2.1.4 ꜛ ΐ 

Ҭ ῃ ᴆ Ⱶ V5 ᶫԅѿ ↓ ꜛ ΐ ꜛ ֲ ԅ Ȃ 

Ⱶ  

Ⱶ ⱳ ̆ ץ WEB Ⱶ ’ ᶏ

’Ȃ 
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4-14  

№  

ᶫ № ⱳ ᶏ WEB ’ȂῒҬ ̆ ̂ ̆

̆ ȁ ̃ ᴆ ̆ Һ ҩ ip Ȃ 

 
 4-15 №  
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 4-16 № -  

ᴆ  

ץ ᴆ ̆ ᵝ ῤ ᴆ Ȃ 

 

 4-17 ᴆ  

 

2.1.5  

Ҭ ῃ ᴆ Ⱶ V5 №ҹ ᴆ ̂MTAȁPOP3/IMAPȁWEB̃

ң №Ȃ 

 
















































































































